Protecting Yourself Against Identity Theft

You’re one in a million.  Actually, you’re one in more than 10 million if you’ve been a victim of identity theft, as that’s how many consumers were affected by this crime in each of the past few years.
Often, identity theft is committed without the victim’s knowledge, with the individual remaining in possession of his or her own credit cards and personal information. Thus, consumers never realize they’ve been victimized until they are turned down for credit or receive a statement with charges they didn’t make.  As a matter of fact, it is estimated that 25 percent of victims who had new accounts opened in their names did not discover that their identity was stolen until more than six months after it first occurred.  
Perhaps the worst news of all is that recent studies show that in 16 percent of the cases, the victim personally knew the individual who had misused their personal information, with six percent of all victims reporting that a family member or relative was the person responsible.  Once an identity is stolen, a victim spends on average 30 hours restoring their good name and good credit, at an average cost of $372.

The criminals (sometimes an organized crime ring) are masters at wrongfully obtaining and using personal data in a way that involves fraud or deception, most often for economic gain.  Identity theft is the crime that keeps growing, morphing into new schemes such as phishing (sending an email that directs consumers to a phony Web site that asks for personal financial data) and pharming (a tactic where criminals break into Web domains and gather the personal and financial data of users).  Most recently, crooks have been targeting members of the military, children, and have even resorted to medical ID theft resulting in charges that can negatively impact a person’s medical and insurance records.
There is no area of life that is immune to ID theft.  Making it even more difficult to fight is the fact that the criminal’s motives are varied.  The thieves may steal your identity for financial gain, to get a new identity for themselves, to commit felonies in your name, to obtain a passport, or even for terrorist activities.  Lately, identity theft perpetrators have been active stealing personal information from electronic devices such as cell phones, PDAs, memory sticks and copiers.
Today’s consumers must remain as vigilant as the thieves, and protect themselves by becoming educated regarding ID theft.  Start by guarding your personal records as thoroughly as you do your home.  You wouldn’t let just anyone into your house.  Likewise, don’t provide strangers access to your financial records.  This means staying up-to-date on the most current prevention tips, recent corporate breaches, and frequently checking your credit report for unauthorized activity.  
To help consumers stay protected against ID theft, (Coalition Member) has joined the National Foundation for Credit Counseling (NFCC) and Council of Better Business Bureaus (CBBB) in support of their nationwide Protect Your Identity Week October 17-23, 2010.  To learn more about Identity Theft protection, to assess your risk of ID Theft, or to find events in your area, go to www.ProtectYourIDNow.org.  Free workshops, shredding of documents, and credit report reviews are among the many activities open to the public during the week.  

